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KinpkicTh mporpaMHHMX MPOAYKTIB, 3aCHOBAaHMX Ha BEO-TEXHOJIOTISIX, 3
KOXXHUM JTHEM 30UIBIIYETHCS 1 B JIaHUM 4Yac CTOiTh IpoOsiema Oe3reku BeO-
noNatkiB. 3abe3neueHHs O€3MeKu MporpaM € CKIAJHAM MPOLIECOM B CHILY
BEJIMKOI KUJIBKOCTI MOXJIMBHUX BEKTOPIB aTak 1 PI3HOMAHITHOCTI MOTEHIIHHO
ypa3IuBUX KOMIIOHEHTIB CHUCTEMU. [[JIs1 BUPIIIEHHS I[LOTO 3aBJaHHS MOTPIOHO
IITUPOKE TECTOBE IMOKPHUTTS, BUKOPHCTAHHS CIICIIaIbHAX 3HAHb 1 HAaBUYOK, a
TaKOXX HAasBHICTb HEOOXIJHOTO IHCTPYMEHTapito. Y OUIBIIOCTI KOMIAaHIN
TEeCTyBaHHs Oe3MeKu BeO-I0JaTKIB MEepeBIPAEThCS BPYUHY, HE3BAXKAIOUM HA T€,
o 1€ Ay>Ke TPYAOMICTKHH TMpOoIieC, KU 3a0upae 3HaYHy YaCTHHY 4acy MpHu
TecTyBaHHI (DYHKITIOHAILHOCTI.

ABTOMaTH3allisl MpOIeCy TeCTyBaHHS Oe3NeKu BeO-I0JaTKIB € OJHUM 3
MPIOPUTETHUX HAMPSIMKIB, OCKIJIBKH JIO3BOJISIE B KOPOTKI TEPMIHM 3MEHIIUTH
BUTPATH KOMIIaHII Ha TECTYBaHHS OE€3MEKH, 3MCHIIMTH TPHBAIICTh IPOIECY
TECTYyBaHHS 1 30UJIBIIUTH KUTBKICTh TIEPEBIPEHUX CLICHAPIiB.

3rigao 3 OWASP (Open Web Application Security Project), mixkaapoaHoi
HEKOMEPIIIHHOI opraHizailii, 30Cepe/P)KeHOI Ha aHaji31 Ta MOJIMIIEHH]I O0€3MeKu
MpOrpamMHoOro 3a0e3nevyeHHs, HalOIbII MOLIMPEHOIO € MPo0dJiIeMa HEAOCTATHBOT
MEepEeBIPKU BXIIHUX JAaHUX. BHACIIIOK 4Oro MOXyTh OyTH peani3oBaHl pi3HI
aTaku. Po3risiHeMo Jesiki 3 HUX.

In’exmii (Injections) — Bci maHi, K MpaBUIIO, 30€piraloThCs y CHCIiaIbHUX
0a3ax, 3BEpHEHHS 10 SKUX OYAye€ThCS Yy BUIVISAI 3alUTIB, YacTilIe YChOTO
HaIlMCAaHMUX Ha crenianbHii MoBi 3amutiB SQL (Structured Query Language -
MOBa CTPYKTYPOBAHUX 3aITUTIB).

[Ipu HenmocTaTHIN mHepeBipill AAHUX BiJ KOPUCTyBaya 3JOBMHCHHUK MOXKE
BIIPOBAIUTU y (QopMmy BeO-iHTepdeiicy mporpamMu CrHeiadbHUi KOJ, SKUN
Mictuth vactTuHy SQL-3amuty. Takuii BuUI aTakd HA3MBAETHCS 1H €KINiS, B
TaHOMY BUMANKy camuid mommpenui — SQL- in’exuis. lle naiineOesmeunima
Bpa3JIMBICTh, KA JI03BOJISIE 3JIOBMUCHUKY OTPUMYBATH JOCTYM 0 0a3u JaHMX 1
MOXJIMBICTh YWTATH/3MIHIOBATH/BUAAIATH 1H(POpMAIliI0, sSKa JJIs1 HBOTO HE
npu3HaueHa. Hampuknaa, 3MIHUTH pa3oM 3 IM’sIM 1 TIpi3BUILEM OajaHC CBOTO
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paxyHKy, TIOAWUBUTUCH  OajaHC  dYYyXXOTO paxyHKy, ab0o  BHUKpAacTu
KOH(1eHITIaJIbHI OCOOUCTI JIaHi.

[ls Bpa3nuWBICTE € HACTIAKOM HEJOCTATHHOI TMEPEBIPKH JaHUX, SKI
HAJIXOJsTh BiJ KOpuCTyBauda. lle 103BOJSiE 3JOBMHUCHUKY «ITIICYHYTHY,
Hanpukiaa, B BeO-Gpopmi, cCreniaibHO MiATOTOBIEHI 3alMTH, K1 «OOIypsATH»
mporpaMmy 1 JO3BOJIATh MPOUYMTATH a0O0 3amucaTd HEJETiITUMHI JaHi. B miiomy
I PI3HOBHJIHICTh aTaKk Mae€ 3arajbHy Ha3By «lloMunku Bamijgaimii», A0 Hel
BITHOCSTH Haneko He TUtbku SQL-11"ekimii.

B nanuit yac icHye Tpu MiJIX0A1 BUSBJICHHS Bpa3IMBOCTEN BeO-/10/1aTKIB, B
TOMY YHUCJII 1H’ €KIIii: pyYHHIA TIOIIYK, TOIIYK 1o mabnoHax, fuzzing.

[lomryx Bpa3nuBocTel 1o 1mabJOHY — aBTOMATH30BaHUM METO/,
3aCHOBAHHMI Ha TIOPIBHSHHI JEAKHUX XapaKTEpUCTUK mociipkyBaHux [13 3
3a37aJIeTib MiITOTOBJIEHUM OIMUCOM (CHTHaTypaMu) Bpa3IMBUX MicIb. [laHuit
MeTo € ehEeKTUBHUM JUIsl MOIUIYKY BPA3JIMBOCTEH 1 HEMACKOBAaHUX 3aKJIAJIOK,
TaKHUX K MepernoBHEHHs Oydepy, maposibHI KOHCTAHTH, TOIIIO.

[Tomryk BpasnmuBocTeld 1O 1IabMOHY TIPOBOAUTHCA cTaTuuHO. [lpum
CTaTUYHOMY aHali31 JOCHIJKYEThCS KOJA mMporpamu 0Oe3 Horo 3amycky. Kop
nporpamMHoro  3abesnedeHHss (B OUIBIIOCTI  BHUMAAKIB  MMOYATKOBHH)
MOPIBHIOETHCA 3 CUTHATYpaMH 3 0a3u METOI0M OOANTOBOIO MOPiBHSAHHA a00 3a
JOTMOMOIOK0  CKJaAHImoro aiaroputMmy. Ilpu  BusiBIeHHI  1oAIOHOCTI,
MOBIJOMIISIETHCSI PO 3HAWJEHY BPa3iIMBICTh. [HOJMI cUrHATypa JOMOBHIOETHCS
JeSTKIM HaOOPOM €BPUCTHYHUX TPABHIL.

[IpoTte, 3a3HaueHi BUIllE JABa MIAXOAW BOJIOJIIOTH PSAJIOM HEIOJIKIB:
MEepIIMi BaXKKO MiAA€ThCS aBTOMaTH3allli, a JPYTrui MPUIYCKae AOCTYHHICTh
BUXIJTHOTO KOJy mporpaMu. ToMy B CBOiX JTOCHIIPKEHHSX MU BHOpaiu TpeTii
miaxing — fuzzing.

OcranHiM yacom HaOyBae MOMYJSPHOCTI PI3HOBHUJ METOJY TECTYBaHHS
«CIporo AIIMKay, sike oTpuMaiio Ha3By (assinr (fuzzing). Tepmin He Tak JaBHO
MmoJyaji BXXKUBAaTH 1 TOMY BIH € JaJIEKO HE Yy BCIX CJIOBHHMKax. HaiOmmxkue
3HAUYCHHS TEPMIHY «aHali3 TPAaHWYHHUX 3HAYCHB)» — BHU3HAYCHHS JOCTYITHUX
Jiana3oHIB BX1JHUX 3HAYEHb MPOTPaMH 1 TECTYBaHHS 3HAYEHb, K1 BUXOIATH 32
el gianmazoH abo 3HAXOMAThCS Ha Mexi. Das3iHT BIAPI3HAETHCS TUM, IO HE
oOMEXy€e CBOIO yBary Ha TPaHMYHUX 3HAYCHHSX, ajie TaK CaMO 3alMaeThCs
MiTOTOBKOO BX1THUX JAHUX CIEIIaAIbHOTO BUITY.
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